PRODUCT BRIEF

Global DataGuard

ALL-N-ONE SECURITY MODULE

EVERY DAY, YOUR NETWORK IS OPEN TO ZERO-DAY VULNERABILITIES,
BRUTE-FORCE ATTACKS, EVOLVING HACKER TOOLS, AND SO MUCH
MORE. IS YOUR SECURITY SOLUTION TOUGH ENOUGH TO STOP TODAY'S
CYBERCRIMINALS BEFORE THEY CRIPPLE YOUR NETWORK?

THE ASM UNIFIES THESE

INDUSTRY PROVEN SECURITY
If you're not sure, then you should call Global APPLICATIONS INTO A SINGLE
VIRTUAL SERVER WITH A
SERVICE-ENABLED CONSOLE:

DataGuard®. We're the only company with a
VMware-based All-n-One Security Module™ (ASM)

for premise-based and virtualized environments. > RIS REE e oy

Analysis & Correlation
It's a completely integrated, easily affordable and simple to deploy
security solution designed from the ground up for small to medium Intrusion Detection & Prevention
businesses and small to medium enterprises just like yours. It has

. X . Vulnerability Scanning &
everything you need to protect your on-premise and private cloud

network — at a price that’s designed to fit your budget. Management

The VMware-based ASM™ makes available to you the same enterprise- Prioritized Threat Management
class software on which multi-national corporations spend significant for Network, Global & Vendor
portions of their IT budget. It includes industrial-strength applications like Threats & Vulnerabilities
intrusion detection and prevention, adaptive network behavior analysis

and correlation, network access and policy monitoring, vulnerability Security & Event Log

scanning and management, prioritized threat management for network, Management & Monitoring
global and vendor threats and vulnerabilities, security and event log

management and monitoring, and a unified service-enabled console. So Network Access & Policy

ou get all of the benefits without the huge price tag! ..
yers gep 9 Monitoring

Now you can maintain greater control while effectively securing whatever
mix of physical and virtual technology your network infrastructure utilizes.
Because it's a fully integrated, powerful system that’s easy-to-use and
install, the ASM is your best choice for cost-effective, premium security
features that can meet your company’s most critical business needs -
with up to a 70% reduction in ownership costs over traditional enterprise
solutions or standalone products.

www.globaldataguard.com



UNIFIED SECURITY FOR ON-PREMISE AND
VIRTUALIZED ENVIRONMENTS

Implementing a security system by cobbling together discrete security
appliances and applications from competing security companies is an all too
common scenario for IT security departments, and integrating, managing,
monitoring and correlating discrete security events, alerts, logs and reports into
actionable security threats can cripple resource-limited businesses.

VMWARE-BASED ALL-N-ONE
SECURITY MODULE

With the All-n-One Security Module, however, you can easily and cost-effectively
predict, prevent and block threats that would otherwise severely impact your
network and your business. Plus, the ASM can help you to bridge the gap between
your premise-based and virtualized networks. It's a centrally managed security
system that can be offered with 24/7 managed security services or as a stand-alone N-2520-S/F
virtual security server. And because it uses an underlying, adaptive architecture to  10/100/1000Mb
fully integrate a comprehensive applications suite, you don’t waste valuable resources
trying to connect the dots between different security products and platforms.

* On premise virtualized server

* Rack mountable

THE SECURITY STANDARD FOR SMALL BUSINESSES & SMALLTO * 2 Intel Xeon Quad-Core Processor
MEDIUM ENTERPRISES « Ideal for mixed physical and virtual
What does all that mean? It means that your security worries are over because environments

now you can afford a simple, ready-to-use system that:
e Retains and correlates suspicious raw packet data for rolling 14-30 days to
provide early warnings of security threats that other products cannot see;

e Correlates alerts for up to 6 months and maintains behavioral profiles for up
to 2 years;

e  Automatically adapts to evolving networks using its predictive functionality;

e Shares results with all ASM security applications to help prevent and block
threats before they harm your network;

e Provides an easy-to-use, instant view of prioritized security threats and the
underlying data that created them;

e Enables you to supplement your IT staffing requirements with 24/7 managed
security services that typically costs less than one full-time employee and
can be purchased with or without a contract; and

e  Offers unparalleled price/performance in an easy-to-use system that's
designed specifically for your business environment.

THE GLOBAL DATAGUARD ADVANTAGE
Scalable

With integrated applications that can be purchased individually or as a complete
system, you can easily add security features when you need to, and grow your
security solution along with your network.

Flexible

The ASM can work alongside your existing security products so your IT
investment is protected.

Manageable

The ASM gives you immediate, centralized access to prioritized security threats,
plus 24/7 managed security services designed to meet your specific IT staffing
requirements.

Cost Effective

With up to a 70% reduction in ownership costs over other enterprise-class
solutions or stand-alone products, the ASM is clearly the most cost-effective and

simple to deploy security system for your current and future security needs.




MANAGED SERVICES TO MEET YOUR IT STAFFING NEEDS AND BUDGET

The choice is yours. Whether you need a little help or a lot, our SRM Managed Security
Services™ can be customized to fit your individual IT staffing needs. We can provide
you with immediate access to the ASM solution with no contract required, or you can

purchase, install and manage your ASM system on your own.

Either way, we can economically and flexibly augment your company’s IT security staff
with 24x7 managed security services — whether it's for off-hours, holidays or customized
timeframes based on your peak management requirements. With or without a contract,
our managed and professional services can provide you with real-time visibility, control
and oversight of your entire security environment. And we can help your IT budget go the

distance through significant cost savings in capital expenditures, training and staffing.

GLOBAL DATAGUARD — MAKING COMPLIANCE SIMPLE

Now that your network security solution is up and running, you may be asking yourself, “is
my network compliant with industry regulations?” With the All-n-One Security Module, you
can be confident that it is. At Global DataGuard, we understand that compliance depends
on a number of critical factors. From auditing to technology, process and policy, we know
that your organization has unique compliance requirements. That's why we take a holistic
approach to compliance — from PCl and SOX to HIPAA and NERC CIP - tailoring our services
to your company'’s current needs. Rest assured that Global DataGuard, a certified PCI
vendor, can provide the partnership required to help you efficiently achieve and maintain

ongoing regulatory compliance.
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Contact Global DataGuard Today
For more information about the VMware-based ASM system, contact Global DataGuard today at 972.980.1444 or visit us

online at www.globaldataguard.com.

3939 Belt Line Road | Suite 400 | Addison, TX 75001

Global DataGuard

972.980.1444 | www.globaldataguard.com
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